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Secure Multi-Party Computation Protocol for Sorting Problem
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Science and Technology, Xi'an Jiaotong University, Xi'an 710049, China)

Abstract: In order to solve multi-party participating secure sort problem, schemes based on pri-
vacy-preserving are proposed, in which that all participants of a secure computation are semi-hon-
est is first assumed, i. e. each participant will execute the protocol loyally, but he (or she) keeps
a record of all his (her) intermediate computing results and might try to derive other participant’
s private inputs from the record. Afterwards, given a corresponding collective relation between
participants and their data, and using the discrete logarithm method the array is calculated to
obtain permutation result, such that a participant knows and only knows the position of his and
her data in the permutation array. It is proved, by simulation paradigm, that the proposed
schemes are secure, and particularly suitable for solving privacy preserving problems in network.

Keywords: cryptography; multi-party secure computation; privacy-preserving; protocol

i AL - Alice A% =0 Bob A% v, £77
PRI R B A TR (s ) BYME, TPRSF x
oy AR X FE I TH 578 I 28t Bk )3z I H.
Goldwasser il 5 : “ £ 7 {8 % 115 4 K Fr Ak i) st o7
TESEA TR RIS 10 AEHT P AL B b A7 3K I 25 i
SRR P — A Y T, BRI R R T
A L BAR R N A B e A S S R = W R
H— AR D AL R 47 . Cramer TAA : WA

ks B . 2007-04-06.
E R E AR & B % B 5 (2005AA114160).

YEH TR B4R 1962—), B, H iz

REGS DR 25 M S AT AT R 0 TR A —
A i T RS 207 % it B 40t Gold-
reich,Micali Fll Wigderson 45 A (19 % Jl™> , Bl 2. £
By [ I 2 it 2 SR 0 AR ] B2 — 00 2004
AR RN 25 Bt 2 A 23 W SR Y 22 7 P 3 B R 8 SCHR
i TR AT IR SCECR:  OIE SCRE R
(5T AT . AR S0 2 T A T A HE I I O 4
TR TR,

FHEeWH. BERAARBEILSEBTH (60673065) ;



232 o =%

il

K% % il %42

1 FiesHiR

HH S PR AP 2 B AL B O N eat 2 R
fR . LART Bl S A Bk o 2o R 1 B Rk
BAEA TR A2 1 350 DR ST USR5 B 28 A
o B Brad A7 A0 T HLAE — 26 [E R B O L. 1)
IR A B R0 5 B AAS BR3P A AT T
T AR AR R T A4 R D HE R R
TEBA LIS SR 5 AF T o A e] {4437 [] 27 2 0 1
F E R4 JEAN B 3805 22 AR R T 5E & 5 RIMOF
%E’\Jl‘rﬂ%ﬂ%: n™~NPy,Py, -, P, ﬁ‘%u%ﬁﬁﬂ?
L1 oT29° s Tns 2ﬁﬁk—4‘:ﬁﬁﬁﬂ’ﬂ%/ﬁ\{(ﬂ s 1) s
(Pza-Tz)a'“a(P,,eIn)}e Ex%lﬂ‘?ﬁ%%{(f)wll)a
(PZ,IZ),‘“’(P7,sl‘;,)}ﬂgﬁﬁ%_|:si+%(11al'Zs”‘s
,) E/‘Jg/l\ﬁilﬁ%(l@m s L) 3"t Tl ) s {iﬁ% (x,0) =
o) 224 Z L) ﬁﬁm%lﬂ@ Eﬁﬁlﬁﬁkﬂé”ﬁ%
G AR SCAEBE AR T 34 [ RR A fifk T T 98 9k D]
T R R,
L1 ZEMEX
FHKSEE RXZITREITRNS5E 8
SEHY B2 5 AR DA 3 R oRE A8 S s AT P
W AEA AT RE LR B T B v ] 25 2R S LA P4 o
S 5FEMEA. 277 R — BT s
25 F AT BT R R AR SIS .

L ax= (a1 22552, B f: ({0, 1} 5+, {0,
1} )= (0, 1y e {0, 1)) J&—A> n JL BRI AL
F@ = 1@y [ @) H fi(@FR (@
i ANICE. PiG=1,2,, ) B 5% E A
SEERE [ AR 2. B« FRHE £ 1
P IS AAEPAT UM =« By FE b, Py RS 20 0045
BT of (I8 (xisrioml s ooeyml) , Horpt ] IR
P55 7 OBV AE B TEIAT T 0 7 LU PR
(4 45 R0 o7 (D).
BN AR5 58 Z L TR R S
W GRAFTEE AR 2 A (1) 5k S, A

¢

{(SCxis fi(@)) s fa)) ) = {(f (@), 0" (2))}
(D

Hp, =FOR T FARTTIK 4y, W] RUA N 7 {585 b
HE TS
1.2 BRSSOEmRYE

P T s S 2 2 AT T 545 Alice Fil
Bob A ALAT 2 /T 5 A7 » TR AR 45 11 A
B T LR B 5 M 5 2 A 11 RB a b K

INKRSTRSE a b WRLE , WhI R S0 18 H o fidf e
TR A ]
1.3 BE L

FiES N 2R ASREE , FAREUEE p 19 e/ N
AREICHEZ,= (0.1, on—1}. $(p)FRAERRL BEEL
ERRNZ, T p BRWTENZ, v p BER
TCE TR Z, R p B—1 K
B Zy ={1.2,,p— 1}, R a€ Z; I H o??
mod p=1, IBAFF o & Z, WHERIC. [FE. | B

FoRES B hIonR L

ZH o€ Z, B— M ERDT. (BEZ) A (o= mod
POE N ERNFHELZI AR A EE A Hil e
AlasBsp)=b. 1] ffi1g b=log,p.

BONEES MR m BB REm G
B2

@ 'modm=1 (2)
Wit W p RN ERE«eZ, B-DEMIT,
r&Z, Z— ML = oa'mod p B4

Ba’ " 'mod p=1 (3

R Ba’ " 'mod p = a'a’" 'mod p = o’ 'mod
p = 1.

B RO BARBEFIX AN IR A SOy SR 2B
WAL

2 fRUVTE

FNER BAR RNy L s Y T 5 ) Y
P75 XS BT JUR AT P AR e A 2
P LR AR/ N ZR S AT LSRR LR
DORER G HER T A 2B AR vy AR (] L
ORI 25 5 IR IR NG AR T IX IE 2 2R

BN,
{%gﬁpgﬂﬁ ﬁ%% X={(Py,21),(Py,x5),

(P b Y= yiaye s tayn ) (i =y ==

V) X FAEREN i4j A Az Hixisxosx,)

CY.H:X—>Y £ X 4wt & X HP,x)=

o X WFERNT, WA

Vy, T, ={(P,x) | (P,x) € X \ (P,x) =y}

D

WHRHE H, % FVyeY ] LR Z 5 it &

[T, | B U 2 7E RS H AV YT T

HE | Tyl PRI Tym | 1S P HIE 2, fEER
(1) s T2y 3% s Tyt ) ﬁFE’{JJﬂﬁJ? w(@).

RS 5H P Gi=1,2, ) A5/ FAE X



5 2 4]

MR 56 < HEPT (R Y 22 05 (R S B3 L 233

HVi/Sisp H—NREEa€ Z, Z— AT, W
AU AR IT SR,
1 PREFHERE R )7 R

BN X={(Prsx1)s (Poyxs) s+ s (Psx,) s
Y={yisyeaayn) =y =),

Bt [T, || T, |

(D P, %+ m /I\F@Mﬁ [SRRSE R
Vil iapt =)

a1 =a'mod p,ttsq, = ammod p (5)

REEES a={arsaz s san ).

R H(Py 2 =y, (1< <<m) . 155 o« 1)
HABTERAE B o; BBECHN aj<—aja mod p.

(S)P,-(i:LZ,---,71)4%15’&}5[3"] a— {auaza
“sar ) Pt mod E/‘J/A\%ﬂ Vit ) mod n JJH %e ﬁ% @J
Vit 1) modn (@ = AV 1) modw (@) s *** s Vit 1y modn () } 5
IRIGRE Pt 1) mod -

(P i1y moan TEWE] P, BT A S A
I W RS B A AR Seii 1 med o 7 5 T
B3 a={asazsrsa, ). WE H (P i1 modn s
Tt modn) =3 (I<XG+1) mod n<m)y Pt modn
X a Y a; BAEUTFAEMU, B aj<—a; * @ mod p.

() fa » Py AERFBIE S o Ja o X o FAEIT 2
[l

aj<a;*a” i 'mod p (G =1,2,,m) (6
MR EGHIE S a={asaz s a1 IFIHTE

B =a modp (i=1,2,,n) )

MIMAFEIES B=(Bi s+ B ). TEFFE] a . p 25
Py PAT NIRRT J

’rmeZ; ’j-JF

10 j=1;

20 i=1;

30 Ifaj:B,-\Tyj =1
40 i—i+1;

50 If i < m Goto 30;
60 j—j—+1;

70 If j <n Goto 20;

80 End.

(O)ATTRIFH| T, o | T, | P, BT EA
B2 T, oo | T, | O 138 2 40K
(D). WHR HPx) =y 4 P B2 UK 256
| T, [T, | | £
EE 1 HREREHAFW PN 1GE R o 2.
IERR MRS PR 25 0 S, 77 B i e % =X (1D g
SEIREIER S. FEARM A

vi(x) = {x1.V, (@} = {V,(a1) s+, V, ()}

(@ x: . Vil) ) = {Vilar) s Vila,) )
(1 =2,+yn)
[i() = {zmy st s T |
(Zyty =" = Ty ) s (4 = 1,2.m)
PrUek i S MBI R T . OS B AeEM n 2
BI/FAFAXE V1/Syseee .V, /S, LU FAERL PR LR
Frad B i & 2 5 B4l % 4 R e S 257
(i fi @O VERA L IR £ (o) 018 BE PR 5 i
=2l e D) S fi() = £ L
' N FERN S BRI AT a3 B I A ST B
PRI A P, AR e A
Vi) = V) Vild )}

H%

S, fi(@) = (2, V(') s+ Vi)

R a={arsaz s s Fld ={a'1sa 5550}
ISR FEHL™ A 0, B — 25 BB e RS2 A
BEALES IR b~ 2 A9 {8 P AT 0 25, 25 2145
SRAERELAY T REALECZ AT X531 5 BT L

Vi@ s Vila) ) = (Via D), Vi) |

[

((SCars i) s f()) = (07 () 20" ()}
3 45 i

ARSCHFFE T — T 00 22 7 DR 0 ) A 3o £
FICER AT HE R A TR O 1 3 T B O
BBt TT 5 B RS BIIE] 1 77 S8 i O
WL O FRG R WA AR S EE R O E S
figk DT SEATS AN BE e DR O s R e B¢ [ A T LAt B2
Ik R4 B 7 S AT YR RE HLAR.

S 3K -

[1] YAO A C. Protocols for secure computations [ C] //
Proceedings of the 23th TEEE Symposium on Founda-
tions of Computer Science. Los Alamitos, USA: IEEE
Computer Society Press, 1982.:160-164.

[2] GOLDWASSER S. Multi-party computations: past
and present [ C] // Proceedings of the 16th Annual
ACM Symposium on Principles of Distributed Compu-
ting. New York: ACM Press, 1997.:21-24.

[3] CRAMER R, DAMGAARDL 1. Introduction to se-
cure multi-party computations [ EB/OL]. [2005-12-
107]. http: //homepages. cwi. nl A ~cramer/.

[47 GOLDREICH O, MICALI S, WIGDERSON A. How



234 (L7 R N S SR 59542 8
to play ANY mental game [ C] // Proceedings of the 13-22.
19th Annual ACM Conference on Theory of Compu- [7] SUSILO W, SAFAVIR, GYSIN M, et al. A new and
ting. New York: ACM Press, 1987:218-229. efficient fail-stop signature scheme[J]]. The Computer
[5] GOLDREICH O. Foundations of cryptography: basic Journal, 2000, 43 (5):430-437.
applications [ M ]. London: Cambridge University [8] SCHNEIER B. Applied cryptography, protocol, algo-

(6]

Press, 2004.

DU W LENLIANG, Atallah M J. Secure multi-party
computation problems and their applications: a review
and open problems [ C] // Proceedings of New Security
Paradigms Workshop. New York; ACM Press, 2001

rithm and source code in C [M]. New York: John Wi-
ley &. Sons Inc. , 1996.

(% @20



